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Abstract:  
On September 18–19 and 21–22, 2023, at the National Technical University of Athens, Greece, the 
HellasQCI project held its first training session. With the aim of improving the security of sensitive data 
and important infrastructures in Greece and co-creating EuroQCI, the course was created to give 
participants theoretical and practical information on quantum communication. 
 
The four-day event began with statements by Prof. Stefanos Kollias, Chairman of the Board of Directors 
of GRNET S.A., and was officially opened by Konstantinos Karantzalos, the new Secretary General of 
Telecommunications and Post. The keynote address was delivered by Dr. Eleni Diamanti, head of 
research at the CNRS at the Sorbonne University in Paris, on the topic of "Quantum Technologies - QKD 
Landscape in Europe." 
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1. Report Analysis 

 

The HellasQCI project held its first training event on September 18-19 and 21-22, 2023, at the National 

Technical University of Athens, Greece.  

The training was open to cybersecurity professionals, IT managers and engineers, security and IT experts, 

researchers, students, and practitioners in the field of quantum communication, as well as decision-

makers interested in future-proofing their organisation's security infrastructure. Participants could attend 

in person or via livestream through the GRNET DIAVLOS service. The event had two different thematic 

axes, namely the “Workshop on Quantum Key Distribution (QKD) Systems” held on 18 and 19 of 

September and the the “Workshop on Cybersecurity with QKD Systems and Post-Quantum Cryptography 

(PQC)” held on 21 and 22 of September. The two workshops were well-received, with an average of 100 

attendees at the first workshop and 75 at the second. In total, 175 unique people attended the 

workshops. Additionally an average of 100 people per day participated online via the GRNET Diavlos 

livestream service. Sixteen trainers provided insights and knowledge on quantum communication. 

The new Secretary General of Telecommunications and Post, Konstantinos Karantzalos, addressed a 

welcome note to commence the 4-Day Training Event.  The Secretary General mentioned: “I would like to 

recognize the previous leadership of the Ministry and GRNET for their work on this important project. I 

wish everyone a successful start to the 4-day training event”.   

The Chairman of the Board of Directors GRNET S.A., Prof. Stefanos Kollias, in his welcome speech stated: 

“Quantum technology is one of the technologies that already concern us and will be of great interest to 

us in the coming period. It will have an impact on all sectors. I am personally involved in machine learning 

and artificial intelligence and we’re trying to develop technologies compatible with quantum technology. 

So we found ourselves today at an advanced meeting and training that concerns both engineers, 

researchers, and students. GRNET, as coordinator of the HellasQCI project, will strive in cooperation with 

https://diavlos.grnet.gr/
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the partner universities to achieve the best education of engineers, students, and researchers in these 

technologies. I wish you a good start and good luck in this seminar”. 

The CNRS research director at Sorbonne University in Paris Dr. Eleni Diamanti was invited as a keynote 

speaker and presented the “Quantum Technologies - QKD Landscape in Europe”. In her presentation she 

gave a generic overview of quantum technology and demonstrated the evolution of quantum 

technologies since the beginning of the 20th century.  She showed the European Efforts in Quantum 

Communication in the period of 2016-2021 and she explained the EuroQCI goals toward the creation of 

an operational, integrated satellite and terrestrial system that covers the entire EU for the exchange of 

cryptographic keys in the highest level of security. 

The HellasQCI Project Coordinator GRNET S.A., Dr Ilias Papastamatiou, in his presentation made an 

HellasQCI project overview and explained in detail the goals of HellasQCI and the aim of EuroQCI for the 

protection of sensitive data and the safety of the communication infrastructures. 

The Aristotle University of Thessaloniki–AUTH Prof. Konstantinos Vyrsokinos, gave an Overview of Four 

Day HellasQCI Training.  

 The CNRS research director at Sorbonne University in Paris Dr. Eleni Diamanti presented the way 

communication is secured in a quantum world by showing the overall context of quantum communication 

networks and its combination with PQC (Post Quantum Cryptography) and the barriers that are 

overcomed with the use of quantum technology.  She also presented the Paris Testbed deployment at the 

FranceQCI. 

Principal Researcher of FORTH Dr Georgios Nikolopoulos analyzed the Basic Principles of Quantum Key 

Distribution and gave a brief introduction to QKD. He gave the related definitions of photons, and public 

key cryptography, he also showed the application of BB84 protocol in the communication process. 

The Aristotle University of Thessaloniki–AUTH Prof. Konstantinos Vyrsokinos gave in his presentation 

an overview of the Quantum Ramdom Number Generators. He also explained that the QRNGs are base 

on quantum optics. 

Assistant Professor at The National Kapodistrian University of Athens HellasQCI Technical coordinator 

George T. Kanellos divided his presentation in 3 sections, The first was an overview of status of QKD 

networks, the limitations of QKD technology, explained why a key management process is necessary and 

gave specific examples of QKD networks. In the second part investigated the emerging technologies that 

are essential for the deployment of the QKD networks such as Advanced QKD networks controls that are 

necessary to create large scale networks. In the final section provided specific definitions such as quantum 

entanglement, distribution, quantum teleportation, and how all that reflex to HellasQCI. 

R&D Data Engineering from Space Hellas Mr Ilias Balabanis, gave an overview of encryption and 

decryption with QKDs and presented a proof of concept that was deployed within the EU OPENQKD 

project.    

Post-doc Senior Researcher Giannis Giannoulis at the School of Electrical and Computer Engineering, 

Photonics Communications Research Laboratory of National Technical University of Athens in his 

presentation discussed about the building blocks that are used at the laboratory, what it is expected, what 

are the challenges and what can be handled at the laboratory when conducting single photon 
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experiments. He also provided the QKD System Architecture, he was focused on the Quantum Layer 

Implementation and Quantum Layer Evaluation.  

Research Director from NCSR Demokritos – WP6 leader, Dr Homer Papadopoulos explained the 

evolvement of safe to quantum safe telecommunications. For the use case of Healthcare he analysed that 

QKD is not sufficient. He gave the definition of PQC and homomorphic encryption. Finally, he introduced 

the Healthcare use case being used in HellasQCI. He also gave a short overview of the forthcoming which 

was to set up an encryptor for a QKD Device.  

Director of research in Walton Institute, Partner of the project, Dr Deidre Kilbane, presented the 

Quantum Communication Infrastructure for Ireland. She gave an overview of QKD National Network in 

Ireland and showed the use cases at the sectors of Banking & Finance, Cloud and Data Centre, Healthcare, 

Government and Defense. 

Associate Professor at the Department of Electrical Engineering and Informatics of Cyprus University of 

Technology Dr Konstantinos Katzis presented the Cyprus Quantum Communication Infrastructure. In his 

presentation he briefly explained the architecture of QKD, the EuroQCI initiative and the objectives of 

CYQCI. He also explained the application of the QKD network in Cyprus and the use cases that are being 

developed. He also showed the establishment of the Optical Ground Station.  

Coordinator of Polish Quantum Communication coming also from Poznan Supercomputing and 

Networking Center PSNC, Dr Piotr Rydlichowski presented what it is envisioned with the Polish QCI 

proposal how it relates to EuroQCI, as well as other projects connected with quantum communications 

and quantum technologies and how to develop secure communication scenarios and use cases. 

The second day of the training event was hybrid as the first session was containing lectures at the 

central auditorium. The day lectures in terms of theory were about the space optics. The second session 

was containing experiments done in laboratory. The two laboratory sessions were conducted in the 

Photonics Communications Research Laboratory (PCRL) of NTUA and in the Optical Communications and 

Photonics Technology Laboratory at the National and Kapodistrian University of Athens. 

Post doc researchers at the Photonics Communications Research Laboratory (PCRL) of NTUA Dr Nikolaos 

Lyras and Dr Argiris Ntanos presented QKD in Space, satellite ground QKD links. They showed the optical 

satellite communication systems, they continued to show the advances and the drawbacks of this 

technology, as well as the Challenges and opportunities. Lastly, they presented the technological steps 

that can be used in classical and space QKD communications systems and the benefits of space based 

QKDs. 

Post doc researchers at the Photonics Communications Research Laboratory (PCRL) of NTUA Dr Aris 

Stathis, in his presentation he gave the theoretical background and described the equipment for the 

hands-on training. In his presentation he included the generation of photon pulses, the detection of 

photons, and explained the block of photons that were built in the laboratory. 

The following session included the hands-on training that took place in NKUA and NTUA 

In brief the NKUA at the optical Communications and Photonics Technology Laboratory National and 

Kapodistrian University of Athens, Department of Informatics and Telecommunications hands-on training 

included the basic set up of a QKD system and performed some tests over different meters of fiber. 
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The Laboratory session in the NTUA included the following 

• Operating Principle of Single Photon Avalanche Detectors (SPAD) 

• Coherent Light: Poissonian Photon statistics and single photon interference 

• Generation, transmission and detection of encoded single-photons over a dark fiber 

• Transmission and detection of single- photons over free space 

• Coexistence of classical and quantum signals over converged fiber/FSO link 

 

On the third day of the training event Senior Research Collaborator at ICS-FORTH, Dr Harry Manifavas 

presented the role of cryptography in cybersecurity, its weaknesses, adversarial settings, cryptography's 

weaknesses, security design criteria, and security strength levels. 

In the next lesson Dr Harry Manifavas covered topics such as the fundamental cryptographic primitives, 

symmetric cryptography, public key cryptography, cryptographic hash functions, and their practical 

applications in real-life scenarios. 

In the following Dr Harry Manifavas, discussed about various cryptographic attacks, including ciphertext-

only and known-plaintext attacks, brute force attacks, cryptographic key length recommendations, public 

key algorithms security, factoring problems, man-in-the-middle and replay attacks, and cryptographic 

failures. 

In the first session of the laboratory Emmanouil Papadogiannakis from ICS FORTH made demonstrations 

which involved attempting to attack a social network by bypassing authentication. 

In the second session of the laboratory, he continued to show exploiting cryptographic failures, cipher 

misuse, and crypto misconfiguration. 

On the fourth day of the training event Dr Harry Manifavas presented Post-quantum cryptography 

challenges in symmetric and public-key quantum computing, including retrospective decryption, Shor's 

and Grover's algorithms, threat mitigation, NIST PQC standardization effort, PQC transition 

recommendations, and cryptographic agility. 

Afterwards, Dr Harry Manifavas introduced Quantum Cryptography and Quantum Encryption, discussing 

their use cases, requirements, security, and protocols, as well as their threats, limitations, and criticisms. 

Research Director from NCSR Demokritos – WP6 leader, Dr Homer Papadopoulos explored the 

integration of Quantum Key Derivatives (QKD) into the cryptographic landscape, addressing challenges in 

practical deployment and exploring current trends in QKD standardization efforts. 

In the following session Collaborating Researcher at the eHealth & Knowledge Management Unit Mr 

Korakis Antonis and PhD Student for the University of Piraeus and an Early-Stage Researcher at NCSR 

Demokritos Mr Balaskas George demonstrated how to extract QKD device keys, using PQC algorithms for 

digital signatures, encrypting files, and enabling computations on encrypted data without decryption. 

Next in the practical session Mr Antonis Korakis and George Balaskas provided step-by-step instructions 

for setting up an encryptor and key retrieval from a QKD device, encrypting files with AES 256, using digital 

signatures, and understanding Homomorphic techniques for secure cloud computations. 

 

https://scholar.google.gr/citations?view_op=view_org&hl=el&org=14391395856593914019
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Useful information about the HellasQCI project kick-off meeting and the project’s objectives: 

● DIAVLOS, GRNET’s web streaming service recording or the high level welcome remarks: 

https://diavlos.grnet.gr/room/611?eventid=14792&vod=12369_event    

● Meeting agenda and partners available here : https://hellasqci.eu/first-training-event/   

 

Other useful links and info: 

● HellasQCI info page on GRNET website: https://grnet.gr/business-directory/hellasqci/  

● EuroQCI info website page  

● HellasQCI portal (Home - HellasQCI) 

● Official project Hashtag: #HellasQCI  

● Official kick-off meeting Hashtag:  

● GRNET Social Media Channels:  Facebook, Twitter, LinkedIn, Instagram, YouTube  

2. Training Event Photo material 
 

 

Plenary Session at the Multimedia Amphitheater, NTUA, Athens 

 

 

https://diavlos.grnet.gr/room/611?eventid=14792&vod=12369_event
https://grnet.gr/business-directory/hellasqci/
https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci
https://hellasqci.eu/
https://www.facebook.com/grnet.gr/
https://twitter.com/grnet_gr
https://www.linkedin.com/company/grnet
https://www.instagram.com/grnet.gr/
https://www.youtube.com/user/EDETvideos
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Prof. Konstantinos Karantzalos, Secretary General of Telecommunications & Posts, Hellenic Ministry of Digital Governance 

 

 

Prof. Stefanos Kollias, Chairman of the Board of Directors GRNET S.A. 
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Keynote speech by Dr. Eleni Diamanti, CNRS research director at Sorbonne University, Paris 

 

Prof. Konstantinos Vyrsokinos (AUTH), Prof. Stefanos Kollias (Chairman of the Board of Directors GRNET S.A.), Prof. Konstantinos 

Karantzalos (Secretary General of Telecommunications & Posts, Hellenic Ministry of Digital Governance), Dr. Ilias Papastamatiou, 

HellasQCI Project Coordinator, GRNET S.A., Ass. Prof. Kanellos (NKUA - HellasQCI Technical Coordinator), Yannis Rizopoulos, 

Journalist, Boussias Media 
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Dr. Homer Papadopoulos, (National Center for Scientific Research Demokritos),  Dr. Johanna Sepúlveda Chief Engineer Quantum-

Secure Communications, Airbus Defence and Space, Artemis Psarianou BA, DipM, ACIM, MA, AC, (Head of Marketing and 

Communications Department - GRNET S.A.), Prof. Konstantinos Vyrsokinos (AUTH), Dr. Ilias Papastamatiou, (HellasQCI Project 

Coordinator, GRNET S.A.), Yannis Rizopoulos, Journalist, (Boussias Media), Dr Deirdre Kilbane Director of Research in Walton 

Institute for Information and Communication Systems SETU, IrelandQCI Coordinator, Ass. Prof. Kanellos (NKUA - HellasQCI 

Technical Coordinator) 

 

 

Photonics Communications Research Laboratory (PCRL) - Hands On Experience @ NTUA Operating Principle of Single Photon 

Avalanche Detectors (SPAD) 
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Research Laboratory - Hands On Experience @ NKUA National and Kapodistrian University of Athens 

 

 

 

 

 

 

 

3. Training Event Media publications  
https://tomanifesto.gr/hellasqci-theoritikes-kai-praktikes-gnoseis-sto-seminario-gia-tis-kvantikes-

technologies-153848 

 

 

https://tomanifesto.gr/hellasqci-theoritikes-kai-praktikes-gnoseis-sto-seminario-gia-tis-kvantikes-technologies-153848
https://tomanifesto.gr/hellasqci-theoritikes-kai-praktikes-gnoseis-sto-seminario-gia-tis-kvantikes-technologies-153848
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4. Annex 1 – Full media publications (PDF) 
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5. Annex 2 – Kick-off agenda 
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